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Abstract 

Everyday use of information and communication technologies by the global society that 

was accelerated by the virus COVID-19 pandemic has led to a drastic increase in the 

number of cyber-attacks, frauds and other security threats in cyberspace. Society as a whole 

has faced lack of cyber security professionals, low knowledge of threats in the cyber spaces 

and depths of the web with no existence of effective way of gathering cyber security 

intelligence and informing and warning the public on the threats.  

This paper will present the possibilities of boosting information security and cyber security 

awareness in the education and e-learning that will motivate future cyber security 

professionals to take their career path.  We will also preview how we can use information 

on cyber-attacks and with machine learning models for security analytics that will 

contribute to better understanding of threats and threat intelligence. The aim of this paper 

is to show the possibilities of cyber security education and importance of awareness on the 

security threats in the process of reshaping the education. Paper should provide an overview 

of current state in cyber security area and technologies in this area as well as a proposal for 

the possible development of cyber security educational strategies based on machine 

learning and security analytics models. 
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1.Introduction 

Everyday use of information and communication technologies by the global society that 

was accelerated by the virus COVID-19 pandemic has led to a drastic increase in the 

number of cyber-attacks, frauds and other security threats in cyberspace. There are 

problems that the global community is facing and some of them are: 
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• Society as a whole has faced lack of cyber security professionals,  

• low knowledge of threats in the cyber spaces and depths of the web,   

• no existence of effective way of gathering cyber security intelligence and informing 

and warning the public on the threats,  

• there is a large use of multiple terms related to security in I(C)T that can bring 

confusion to public as well to the potential candidates that would take career path 

in these areas. 

There is average of 40 000 000 cyber-attacks daily and 82% of employers report a lack of 

cybersecurity skills, 61% of companies feel that their cybersecurity candidates are not 

qualified, 66% of cybersecurity professionals struggle to define their career paths, 60% of 

cybersecurity professionals are dissatisfied with their current job. These data were 

presented by ISSA17, which conducted this research. In addition, the unemployment rate 

in cyber security is estimated to be 0% and is projected to remain there until end of 2021 

when it is projected that there will be 3.5 million vacancies in cyber security globally [1]. 

As solution of this problems, we the possibilities of cyber security education and 

importance of awareness on the security threats in the process of reshaping the education. 

We will give and brief overview of current state in cyber security area and technologies in 

this area as well as a proposal for the possible development of cyber security educational 

strategies based on machine learning and security analytics models. 

 

2. Definition of basic terms 

As we need to view current state in the area of cyber security, we need to define some of 

the basic terms as it follows: 

The example of definition that we use for cyber security is IT security that emphasizes on 

providing computer networks, data, programs, and computers from unauthorized or 

unwanted variation, loss, changes, or access [2]. The elements that are binding to cyber 

security are protection, provision of unauthorized entry, loss of assets, changing content, 

illegal activities, information systems, technology, hardware (machines, computers, media 

...) and other systems that depend on information, data and software. What we recognize in 

these definitions is that the accent of cyber security is placed on cyber space and systems 

dependent on information, while events and actors in the real world are in another plan. 

Information security also has a wide range of understanding, so many theorists start from 

CIA (confidentiality, integrity, availability) and AA (appropriate access) definition -CIA: 

some information I am sure if, only if all parts of me keep the confidentiality, integrity 

properties availability. AA: The facility is safe for the role holder H if and only if: for each 

agent A and each part of P of O and has only an appropriate approach to preletive H. [3].  

Unlike cyber security, the security of information refers to information in any form, treating 

them as assets, with three pillars related to confidentiality, integrity and availability. So that 

information is engaged in real world and cyberspace, with an emphasis that they are only 
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available to those who are intended, which is also the main task of information security, to 

protect information from its creation to its destruction or if become obsolete.  

I(C)T security- Security of information and communication technologies are most binding 

to the safety of critical infrastructures of countries and includes the intersection of 

information and cyber security. Its definitions are all those used in information security 

definitions and cyber security with the addition of critical part of the area they protect. For 

example The Law on Information Security of the Republic of Serbia has been adopted to 

protect state against security risks in information and communication systems, and under 

them implies (1) electronic communication networks in terms of law regulating electronic 

communications; (2) Devices or groups of interconnected devices, such as in the device, ie 

within at least one from the device group, automatic data processing using a computer 

program; (3) data that is kept, stored, processed, searching, or transmitted funds from the 

under case. (1) and (2) of these points, and for the purpose of their work, use, protection or 

maintenance; (4) organizational structure through the ICT system; (5) all types of systemic 

and application software and software development tools; [4] We see that ICT security 

protects the state and its citizens. 

Threat Intelligence- Cyber threat hunting is the activity of cyber security and active 

defenses. It is a "process of proactive and iTerative search through networks to detect and 

isolate advanced threats that avoid existing security solutions"[5]. This is unlike traditional 

threat management measures, such as fivers, intrusion detection systems, sandy software 

and Siem systems, which usually include evidence-based data on the potential danger. 

Intelligence work on threats[6]  plays an incredibly important role as a component of cyber 

security. It provides vital information for use in security analytics, then this information can 

help identify and determine the priorities of suspicious activity. It also helps security 

administrators in quality intelligence by providing insight into the history of certain IP 

addresses, domain names, etc. The same information can be invaluable to respond to the 

threat management component. Security administrators can use intelligence on threats to 

learn more about nature and the threat they are investigating. Organizations are increasingly 

using intelligence on threats from a third party to improve their ability to manage threats as 

well as other aspects of their security. For example, one of the most common use of 

performance intelligence sources is improving the accuracy of discovering and determining 

the priorities of Siem technology. Whether information on threats come into an organization 

through Siem or other route, it is important that it is connected by automated means with 

an organizational safety intelligence and analytical platform. Connecting allows you to fully 

integrate with other related to threats of information that organizations provide better 

insight into the nature of suspicious activities that include their systems and networks. 

Intelligence - The term Intelligence means the entire process of intelligence activity, 

intelligence, counter-intelligence activities and secret actions, subversive effects. It 

concludes that in modern intelligence theory, the understanding of the notion of intelligence 

unites everything that in some other countries calls the forms of intelligence services, i.e.  

special activities of intelligence services [7]. Intelligence services and their work in the 

literature would be a "organized activity or organization, at the request and intentional 

political forces, assesses the leading classes of class or state, protects their own interests 

from opponents and engages On other activities that contribute to the realization of certain 



Journal of Information Systems & Operations Management, Vol. 15.2, December 2021 
 

Pag. 287 / 309 

political goals "[8]. As we see intelligence or intelligence, which under the guidance of 

management-management, attracts, analyzes and interprets the information on the other 

party's intentions (enemy, competitor, etc.) to prepare the rest of the system to react, increase 

resilience Resilience), save the answer and protect your interests on time and thus prevented 

an attack or some other type of malicious activity, plotting the normal functioning and 

development of the system. 

Data Science - Data Science is defined as use of scientific methods to obtain useful 

information from data, especially large amounts of data set (data set is aggregated data from 

a particular database that can be used for various purposes, and we will use it for research 

purposes.) 

By defining what is what and how to use state of the art tools is crucial in rising capacities 

of human resources with non-formal education and e-learning. It will also help in 

motivating students or junior cyber security officers to take the career path if they better 

understand the importance of their work. Work in the scientific field is also needed and 

defining basic terms globally will contribute to development of science. A lot of experience 

is needed for one to become a cyber security expert and one of the key elements is constant 

education and learning, of which e-learning is one of the main points where this can be 

done, especially in the crisis times (Covid, disasters etc.) 

 

3. Cyber security awareness, human resources and education 

As we have already mentioned, in a large number of researches, people are marked as the 

weakest actors of the systems that defends (cyber security) and are used by systems that 

attack (hackers, states etc.), while in addition the professional staff in cyber security is in 

absolute deficiency. Demand for cyber security professionals continues to grow together 

with the attack number (official statistics more companies say that cyber-attack occurs 

every 39 seconds or 2244 times a day) and by increasing the actor’s budget. The imbalance 

of the number of qualified workers in cyber security degrades the lack of framework and 

social security skills. Anyone who wants to hire cyber security professionals is in a problem 

because their deficit has already given results through the numbers of successful attacks 

during Covid-19 pandemics. To make a new professional, the strategy and will of all actors 

for the training of people for cyber security with educational, research and military 

institutions and professional associations are launched by the sharing practices, training and 

knowledge transfers to find new talents. A good step and example of this is the launch of a 

project by several universities in Serbia called, Information Security Services Education in 

Serbia – ISSES, which with support of the EU needs to develop a Curriculum for Master 

Studies that needs to deal with cyber-security [9]. Under this program there were 

competitions, hackathons, e-learning and other activities that were on-line and that engaged 

students and participants.  

It is assumed that about 500,000 data protection officers were employed only in the EU 

since the implementation of GDPR. For example, this is an excellent opportunity that Serbia 

is currently using to build a new generation of specialist in cyber security. There are master 
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programs developed specifically for the industry needs, that were initiated by the 

government of Serbia and started the project Master 4.0[10]. This programs also showed 

how people are easily engaged with e-learning and can boost their knowledge, and many 

people used this opportunity due to COVID-19 pandemic and restrictions imposed for 

health reasons.  

Research Centre for Defence and Security [11] also had experience with raising awareness 

on cyber and information security through trainings and practice that was organized on 

faculties. Students tended to be very active and engaging in practical workshops and using 

tools over distance learning platforms.  

One of the key elements in developing good education and curricula is hands on materials 

and practical tools, code, practice, competitions, and simulations. With ENISA and other 

international bodies that work on cyber security it is crucial to invest in educational 

strategies connected to cyber security that are reshaped by today’s needs. 

 

4. Data gathering and machine learning in cyber security 

Threat hunting, unlike traditional threat management measures, such as fivers, intrusion 

detection systems, sandy software and Siem systems, which usually include evidence-based 

data on the potential danger. Intelligence work on threats [12] plays an incredibly important 

role as a component of cyber security. It provides vital information for use in security 

analytics, then this information can help identify and determine the priorities of suspicious 

activity. It also helps security administrators in quality intelligence by providing insight into 

the history of certain IP addresses, domain names, etc. The same information can be 

invaluable to respond to the threat management component. Security administrators can use 

intelligence on threats to learn more about nature and the threat they are investigating. 

Organizations are increasingly using intelligence on threats from a third party to improve 

their ability to manage threats as well as other aspects of their security. For example, one 

of the most common use of performance intelligence sources is improving the accuracy of 

discovering and determining the priorities of Siem technology. Whether information on 

threats come into an organization through Siem or other route, it is important that it is 

connected by automated means with an organizational safety intelligence and analytical 

platform. Connecting allows you to fully integrate with other related to threats of 

information that organizations provide better insight into the nature of suspicious activities 

that include their systems and networks. For example, gathering the information from open 

sources, intelligence services, networks, media and other sources and gathering data for 

data sets for testing machine learning models. Intelligence can be gathered on multiple 

levels (national, international, local, CERT) for reports and gathering code data for 

developing recommendation systems. Although very vulnerable, cyber security experts 

point out the need for opening of data sources for the simple fact that machine learning 

models can be used for better understanding of cyber threat landscape, and also help in the 

intelligence work. Knowledge of data science and machine learning can raise the capacities 

of cyber and information security experts, given them an opportunity to have early warning 
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systems, to gather information on cyber threats, to learn machines in recognizing most of 

the malicious software and social engineering attacks or to develop code. 

We will examine simple experiment with basic NSL KDD [13] data set example. We will 

use Anaconda platform and Jupiter Notebook to write Python code and examine data. 

We first use the instructions from the data set and after basic data processing using plotting 

and other methods, we got results of identified threats that are shown on picture 1. and that 

are usage of Neptune, Satan, Nmap, buffer overflow etc.  

 

Figure 1 Most common threats in NSL KDD 

 

Figure 2 Categories 

After this step, a preprocessing was performed, and then we examined correlations among 

attributes and removed the weakest correlations. After that, selecting an attribute that has 

four categories (Figure 2) using the Dummy coding (entered these four categories through 

the labeling turn into numbers 1 to 4, with the following values 
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Figure 3 Test, train sets 

From this, a new set of data was created, which we compose from categorical and numerical 

data from which we then share on four train and test splits and determine X and Y for each 

data frame for each attack category. Using SCALER-scaling for the new data frames. 

The K-Means algorithm collects data trying to separate samples in N groups of equal 

variances, minimizing criterion known as inertia or "Within Cluster of Squares". This 

algorithm requires a number of clusters. It is well measured on a large number of samples 

and is used in a large number of areas of application in many different fields. The K-Means 

algorithm divides the NI samples X in K "discs" described through "Mean" samples in the 

cluster. These are usually called Cluster Centroids. K-Means algorithm aims to choose 

centroids that reduce the inertia or sum of square criteria within the cluster. Clustered four 

groups of attacks, and the results for DOS attack are shown. 

The clusters on the plate (Figure 4) show, in order to see the "elbow" in the graph. Point of 

fracture: 

 

Figure 4 K-means iterations 
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In this graphic, it is seen that "elbow" is at the 7th cluster, so it can be concluded that the 

optimal number of clusters 7. 

Then the univariate selection of attributes that separates the best attributes for each of the 

four categories separates. 

After this step, we apply the recursive feature elimination technique of attributes to which 

of four categories of attack we want to extract the best. We got the following information 

here: 

 [(1, 'same_srv_rate'), (2, 'count'), (3, 'flag_SF'), (4, 'dst_host_serror_rate'), (5, 

'dst_host_same_srv_rate'), (6, 'dst_host_srv_count'), (7, 'dst_host_count'), (8, 'logged_in'), 

(9, 'serror_rate'), (10, 'dst_host_srv_serror_rate'), (11, 'srv_serror_rate'), (12, 'service_http'), 

(13, 'flag_S0')] 

 

 

Figure 5 Recursive features 

Now that we have a separate best attribute, we prepare them to build a model. 

By further working on the NSL KDD set, a model that leads to this is to be exerted to 

recognize these attacks and thus make models for attack recognition models. We will first 

for each category of attacks from which we single out attributes do a classification using 

decision tree. Then we will apply the classifier over the data not seen from the test set and 

then make a mixture of confusion and so for all four types of attacks. Here we get a 

confusion matrix and we see the sole of the envisaged attacks and real attacks by looking 

at the true positive, false negative, falsely positive and true negative. 

 

Figure 6 Confusion matrix 
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From the algorithms of machine learning to which the model will be prepared, decision 

trees are selected as the most important algorithm and after naive bayes. 

The decision tree for each of the four categories of attack we get the following results 

ДОС-Accuracy: 0.99732 (+/- 0.00251) Precision: 0.99679 (+/- 0.00464) 

Recall: 0.99705 (+/- 0.00356) F-measure: 0.99692 (+/- 0.00288)  

Проб-Accuracy: 0.99085 (+/- 0.00559) Precision: 0.98674 (+/- 0.01180) Recall: 0.98467 

(+/- 0.01027) F-measure: 0.98565 (+/- 0.00872) 

Р2Л-Accuracy: 0.97451 (+/- 0.00906) Precision: 0.96683 (+/- 0.01316) 

Recall: 0.96069 (+/- 0.01547) F-measure: 0.96367 (+/- 0.01300) 

У2р- Accuracy: 0.99652 (+/- 0.00319) Precision: 0.87747 (+/- 0.15709) 

Recall: 0.89183 (+/- 0.17196) F-measure: 0.87497 (+/- 0.11358) 

 

Naive Bayes gave poorer results: 

ДОС-Accuracy: 0.9032515636783037, Recall: 0.959167770591444, Precision: 

0.88135471860232, F1: 0.918616366282324  

Проб- Detection Rate: 0.939235201676270, Recall: 0.9785898855666297, Precision: 

0.9701492537313433, F1: 0.898696366282324 

This short experiment was prepared so it can show how easily we can prepare and recognize 

threats if we have intelligence and data, the next step is to use security analytics to better 

understand given data. Machine learning models can also be used for recommendation of 

cyber/information security education pathways that could reach potential candidates and it 

can also be used to learn code or social engineering attacks and prevent breaches/cyber-

attacks. Also, little experiments like these can be motivating for the students or participants, 

as they will get a new interesting view on cyber security. 

 

5. Security analytics  

Analytics is a multidimensional discipline that has found its application in a significant 

number of sciences. Today it is used equally in the social and natural sciences. Thus, for 

example, due to the constant discovery of new knowledge in the field of physiology, 

pathophysiology, biochemistry and molecular biology, new analytical methods and 

techniques are being developed that enable monitoring of physiological and biochemical 
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changes in patients - biochemical analytics or market analytics that studies the 

attractiveness and dynamics of a particular market in a particular industry [14]. 

However, given the global trends of challenges, risks and threats, security analytics as a 

special type of analytics has become increasingly important. In fact, it may be more correct 

to state that this significance is more and more recognized and acknowledged today, and 

that it has always existed. Considering that every state tries to cover up its own, and finds 

out other people's secret intentions [15], it is not questionable that analytical skills have 

been important for its survival and development since the creation of the state. 

This special type of analytics refers to a narrow circle of state authorities: diplomacy, army, 

police, intelligence and security services, civil protection in which the analytical service is 

organized and analytical work. In all these state bodies, analytical processes are determined 

by their activities, so it is the source of its specificity, which is reflected in the following: 

- First, security analytics has its strictly legal, illegal or semi-illegal work. 

- Second, security analytics is closely linked to politics and political action. 

- Third, security analysts are dealt with by specially trained and trained personnel, selected 

according to strict criteria and a complex procedure. 

- Fourth, the results of the work of security analytics are a secret for the external and internal 

public, which is often mystified. 

- Fifth, security analytics uses a specific set of working methods that are special and 

characteristic of this type of special analytics. [16] 

Due to the frequent overlap of analytical and intelligence work, not much data can be found 

in the literature on how analytical services function. However, what is noticeable is that the 

authors singled out the basic phases of security analytics within different classifications. By 

crossing different classifications, these phases can be roughly defined as follows: 

- setting (defining) an analytical task, 

- data collection, 

- processing of collected data and preparation of reports (answers) to the analytical task, 

- dissemination (delivery) of the answer to the analytical task. 

Data can be classified in various ways and by various criteria, and it is common to classify 

them according to the criteria of the subject, role, function, usability, truthfulness 

(reliability), confidentiality and sufficiency. [17] In the data processing phase, those data 

that are not directly related to the analytical task and which cannot contribute to the solution 

of the set task are rejected. Although there are different understandings of this phase of 



Journal of Information Systems & Operations Management, Vol. 15.2, December 2021 
 

Pag. 294 / 309 

intelligence analytics, it is usually realized through three steps: (1) assessment of source 

reliability and accuracy, (2) classification and comparison of data and (3) stacking in 

databases. [18] 

Today, analytics is often linked to information technology, where it relies on the application 

of statistics, computer programming and operational research, which are processed 

quantitatively. Increasingly, analytical processes take place with the use of certain software, 

which are suitable when it is necessary to process a large amount of data (so-called Big 

Data). Large amounts of data can be a problem for many companies that work through the 

transaction system "online" and as a negative result, large amounts of data are obtained in 

a very short time interval. [19] Then software takes over the role of analyst and in that 

context advanced analytics is mentioned. 

In addition to advanced safety analytics, the term predictive analytics is also associated. 

Predictive analytics is a set of advanced tools and techniques used in the analysis of large 

series of past and present data to predict future events based on identified patterns of 

behavior. [20] This type of security analytics makes it easier to prevent future events that 

could jeopardize the security of citizens. 

During the analytical processing, the analyst uses all his / her available knowledge and skills 

as well as the new data he / she came to in the data collection phase in order to reach the 

analytical conclusions. The choice of the type of conclusions in security analytics is 

influenced by several properties, among which the two are the most important. First, it is 

available data on socially deviant phenomena and second, it is the purpose, meaning and 

goals of security reports. [21] 

Using security analytics in processing information from data sets and after data science 

analysis can give more meaning to data and ability to learn and counter threats. Thus, 

incorporating security analytics into curricula and e-learning in the areas connected to 

security can imbue the ability to counter threats. 

 

6. Conclusion 

Examining all presented, education is the only way, being formal or non-formal in 

developing a secure cyber space. Multi sectoral approach is very much needed especially 

coming from IT and Security sciences.  Developing strategies on international (EU, UN 

etc.) and national levels for development of diversified human resources that can use e-

learning to imbue their knowledge daily, but also to give them a scientific basic which they 

can use for the development of future practitioners and curricula. In the fast passed and 

everchanging environment pushed by geopolitical earthquakes that shake the multipolar 

world of today education must become a foundation that will withstand modern security 

threats, risks and challenges and create new professionals that primary purpose will be to 

protect the citizens and counter threats lurking in the cyberspace and reality.  
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Planning of development of cyber security programs has to be an imperative, but also to 

coordinate and to add security analytics aspect to curricula. As threats are diverse, so it 

should be education and counter actions. For example, well-educated security analyst with 

humanities background can be much efficient in countering social engineering attacks and 

in management of information. For example, if you examine ISO 27000 or other 

information security standards, you can easily see the security services background in the 

procedures, controls etc. Sometimes IT professionals can oversee security flaws coming 

from these areas, but with additional education from humanities, they will develop their 

abilities and improve resilience of systems they work in. 

Motivating current junior, intermediate and senior developers for continuation of their 

career in cyber security in the state and business environments can contribute in raising the 

capabilities of personnel. It can be done with benefits, high salaries, but also giving them a 

perspective trough constant education.  

Possibility of individuals with higher education to prequalify to information security, cyber 

security, not just from computer, information and other hard sciences, but also can come 

from humanities with basic knowledge of ICT systems (economy, security etc.) can have a 

good result, as there are such examples in some national programs in Europe.  

There is no absolute security and threats are multiplying everyday, especially in cyber and 

information security. Thus, only multisectoral approach and education can counter them.  
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